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Foreword

0 Bl o c klay ememdad to become a potentially transformative force in multiple aspects of

NITI Aayog

government and private sector operations. Its potential has been recognized globally, with a variety
of international organizations and technology companies highlighting the benefits of its application

in reducing costs of operation and compliance, as well as in improving efficiencies.

While the technical underpinnings of the technology can be intimidating to a large section of policy
and decision makers i simply and functionally, blockchain can enable ease of collaboration for
enterprises and the ease of living for our citizens by bringing in transparency across government

and private sector interfaces.

Despite the fact that the technology is still in a nascent stage of its development and adoption as it
continues to evolve, it is important for stakeholders such as policy makers, regulators, industry and
citizens to understand the functional definition of the entire suite of blockchain or distributed ledger
technologies along with legal and regulatory issues and other implementation prerequisites. Equally
important is the fact that this technology may not be universally more efficient and thus specific use

cases need to be identified where it adds value and those where it does not.

This discussion paper, the first partofthes t r at egy ti tl ed @Bl ociKowdrdsi n:
EnablingEaseof Busi ness, Ease of Living and Ease of Gove
The paper first analyses the value of blockchain in facilitating trust in government and private sector
interactions, followed by considerations when evaluating a blockchain use case for implementation,
possi ble challenges and |l essons from NI TI Aay o

showcases potential use cases that the ecosystem may consider.

The paper is a culmination of multiple consultations over the last two years together with NITI
Aayogbs own experiences in implementing bl ockche
to serve as anead&enbdvi ampbpmenting a blockchain

broader thinking in the area.

Dr. Rajiv Kumar

Vice Chairman, NITI Aayog
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Introduction

Blockchain technology has the potential to revolutionize interactions between governments,
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businesses and citizens in a manner that was unfathomable just a decade ago. Though very often
grouped with technologies such as atrtificial intelligence (Al) or IoT (Internet of Things), the
technology is unique in its foundational nature. Unlike other technologies, which have the potential
to deliver completely new services to citizens and other stakeholders alike, blockchain has the

potential to revamp currently existing processes to unlock new sources of efficiency and value.

Governance in India faces unique challenges given the scale, diversity and complexity of processes

involved for delivery of varied public services. Blockchain offers unique possibilities of addressing

issues relating to improving governance. In business, by allowing 6 s ke g u | ,andia @and
considerably movet owar ds i mproving the ©6Eas eentitiéstolnteractg Bu
through a trusted medium with a reduced dependency on cumbersome regulatory oversight and
compliance. By empowering citizens through features of transparency, decentralization and

accountability, blockchain would help in improving ease of living.

The Strategy document is being presented in two parts where independent but connected pieces

are aimed to help convey a more cohesive message. NITI Aayog has been at the forefront of
promoting adoption of frontier technologies through demonstration of their efficacy. In this first part

of t he O BTheolcrkdihaa i 8 wvariaud leagnings from pilot initiatives and consultations
undertaken over the last two years have been highlighted. Despite the hype around the technology,

there is limited appreciation on its potential for governance. This edition of the Strategy document
attempts to demystify and improve the understanding of amenability of blockchain to specific use

cases. This is a fast evolving space and the Strategy aims to present a more functional view of
blockchain and not delve in the technical aspects. A simple framework is also presented to help
decision makers identify use cases that would benefit from the usage of the technology. This is
supplement ededy ofdetelpe diinvi ti ati ves undertaken by
of government and technology partners. The paper attempts to highlight the specific challenges

faced during their implementation in an effort to help future initiatives achieve success, and ends
with additional potential use cases that governm
Ease of Busi ness, Ease of Governance, and Ease
undertaken by a number of other nations, state government, government agencies and businesses,

but this paper does not report them, and focuses

Part 2 of the Strategy would elaborate on the recommendations in greater detail.
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| hope this document would help start a dialogue on this very important subject and help various
government instrumentalities to explore how this technology is effectively leveraged for the

betterment of society.

W
Amitabh Kant

CEO, NITI Aayog
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Blockchain: The New Trust Paradigm

Trust systems reimagined
The need for O0trusto

Mi Il ton Friedman piuabéssay by teomard Read thaPdemansgtrates the power of
markets to drive collaboration. In the essay, written as an autobiography of a pencil, attention is
drawn to the extremely complex and large-scale human collaboration needed to manufacture even

something as simple as a pencil.

The pencil lists its constituents T including cedar, graphite, lacquer, ferrule, etc. and describes the
interactions required to manufacture these through different processes across different components,
from the complex machines that extract graphite to the sweeper in the factory and the lighthouse

keeper granting entry into the port. The book draws attention to the fact that there is no mastermind

directing thi s invisitberhdnd rofatheinarketd , Thwae t & p being s odyi g n a |

weapon, is able to incentivize collaboration amongst the various entities involved in the market

thinking selfishly of maximizing their own respective gains.

Though the parable is instructive, in practice disagreements could potentially occur at each step i
whether each entity got what they bargained for and whether promises were kept with respect to the
mode and manner of value exchange. These disagreements can take a number of different forms

and can cause delays or inefficiencies in the market, often leading to losses for the participants.

Such disputes are traditionally addressed by introducing trust in the system through a network of

intermediaries to ensure thattheent i ti es adhere to thel eesmmbdbnk yneu

We thus observe that the market never needed a mastermind, it needed an impartial and trusted
facilitator i a mediator with the power to enforce rules. Banks, regulatory bodies, and even
governments perform this role. Enforcement is typically through an ex-ante regulation i the state
would employ a bureaucracy to ensure that laws and rules were being adhered to and would have
the power to recognize, investigate, and punish transgressions. As the Noble laureate Friedman
stated, contract enforcement as one of the three primary functions of a government is mostly
implemented through mechanisms of deterrence and penalty. Consequently, these mechanisms
have their own challenges that also introduce inefficiencies due to several factors including lack of

transparency, rent seeking and apathy by the constituents etc.

Blockchains represent another form of intermediaries i code as a trusted intermediary. By encoding
the rules of the game as computer programs and by allowing different entities with differing interests
to collaborate on an immutable ledger, blockchains lead to a system that seamlessly adheres to the
rule and fulfils the promise of not allowing transactions that did not comply to the agreed conditions.

This aspect of blockchain technology is the harbinger of its true promise i seamless transactions



Eev
NITI Aayog

Draft Discussion Paper
Blockchain: The India Strategy

that promote ease of doing business as well as ease of living for citizens via disintermediation and
the reduction of ad-hoc bureaucracy.

Transactions today are facilitated by o6trust sys
Removed from the context of finance, a 6transact
or conducting a deal or exchangetoaconcl usi on or settl ement 0. Tod

with multiple entities every day, either offline or online, and in a variety of forms. Transactions could
take the form of small purchases from a roadside vendor or a deal between two very large
organizations. Immaterial of the size or nature, however, a common underlying feature of
transactions is that they require the parties involved to trust each other, or adhere to a system that
enables this trust to be executed.

These 6trust ke gwgatiety mfsfams,cdapendihgeon the nature of transactions being
executed, to create checks and balances to ensure that parties involved fulfil their responsibilities

and recourse in the case of disagreements is available. In the assignment of a job to a vendor for a
construction project, for exampl e, trust i's en
accountso®é can be seen as anot hexecutiomd butcomaenven t o
project financing, for example, escrow accounts are used to store project implementation funds

pending completion of the project as per previously ascertained goals or objectives.

Economic structures, as we know them today, have evolved to create these systems of trust. Banks
are perhaps the most well-known of these systems, existing largely to facilitate creation of trust while
transacting in money. Regulatory bodies and certain government agencies exist almost exclusively
to establish enforceable guidelines or regulations to create trusted environments for stakeholders to
transact. In essence, the need for trust in execution of these processes necessitated the need to

create Ocentralized authoritiemedhemo oversee thei
These 6trust systemsd have become increasingly c

With development and growth, the complexity of these systems has increased, making them more
susceptible to inefficiencies.

India, specifically, has not fared well in indicators to measure the efficiency of processes to ensure
trust. I n the O6Ease o,freleddediamngally®y thei WoedsBank, whila indiai n g s
has registered phenomenal progress and has gained 79 positions since 2015 to be ranked 63 in

the 2020 edition, it continues to perform abysm
(ranks 163 out of 190 countries), 6 pr operty registrationd (154 out
business (136 out of 190 countries). O f note is also | ndidamdng acpssor p

bordersé(68 out of 190 countries) which includes parameters such as @ost of compliancebto export.

1 World Bank Ease of Doing Business Ranking 2020
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Apart from the increase in complexity, centralised authorities introduce risks and disadvantages of
their own, since they themselves need to be trusted and compensated for their services. In India,
the perceived | evel of corruption in public étru

of180 countries in the 6Cor r uptheiTanspaRrey lnteznationalé. n | n d

The Government of India has taken several initiatives to improve both the ease of doing business
and ease of living by streamlining and simplifying processes, primarily by leveraging technology as
well as proactively rationalizing various regulatory and other requirements. However, there is still a
case for further improvement. Blockchainpr esent s t he potenti al for ac

Prime Minister of less government and more governance.
Enter blockchain i a new paradigm of trust

I n 2008, a technical white paper was Peeetopeesed
electronic cash systemé cal | ed Bi t coi n. thE lraitiopahtpust based pagneats t h
models, with the possibility of reversals, lead to high transaction costs and increase the level of
interme di ati on required by a 6trusted third partyéo

turn, prohibit the digital execution of small value transactions®.

The paper proposed that instead of trustbeingi nt r oduced to transactions
6trusted t hcouldde ifgraduced tetsmrsactionstcryptographically. This would ensure a
shared order of transactions through computations without the need of parties knowing each other.
Through a peer to peer distributed network that time stamped transactions, participants would be
able to execute transactions without the need for a trusted third party as intermediary, thus
eliminating inefficiencies caused by the more traditional system. While the shape and form the
technology takes has evolved since its introduction, certain features remain consistent, as does

bl ockchai nds gustedlelectranic tftaasactions nore effeciently.

Though some of the foundational technologies the
early as 1995, itis the paper on the Bitcoin that is most credited for the advent of the new technology.
Technical description of blockchain technology may be found in Appendix 1. The following section
aims to describe the technology briefly, before describing the variety of forms it can take, and its

core value proposition.
What is blockchain?

Blockchains can broadly be defined as a new type of network infrastructure (a way to organize how
i nformation and value moves around o nbytintragucingnt er |

distributed verifiability, auditability, and consensus.

2 World Bank Ease of Doing Business Ranking 2019
3 Bitcoin: A peer to peer electronic cash system, Satoshi Nakamoto, 2008

10
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Blockchains create trust by acting as a shared database, distributed across vast peer-to-peer
networks that have no single point of failure and no single source of truth, implying that no individual
entity can own a blockchain network, and no single entity can modify the data stored on it unilaterally

without the consensus of its peers.

New data can be added to a blockchain only through agreement between the various nodes of the
network, a mechanism known as distributed consensus. Each node of the network keeps its own
copy of Dbl ockc haithedther bdes fonest i ifl onk node Ehanges its local copy,
the other nodes reject it.

Blockchains record information on a timestamped chain that extends forward infinitely. New data is
added to the end, and once added, it is permanent. Older data can neither be removed nor modified

because a snapshot of it is captured in the blocks of data that come after it.

Table 1: What is blockchain?

A A list of records / transactions, like a ledger, that keeps growing as more

Database entries are added;

Copies of the entire database are stored on multiple computers on a

Which is Distributed

network, syncing within minutes / seconds;

adjustably Records stored in the database may be made visible to relevant

Transparent stakeholders without risk of alteration;

highly Malicious actors (hackers) can no longer just attack one computer and

Secure change any records;

and The mathematical algorithms make it impossible to change / delete any

Immutable data once recorded and accepted.

Blockchains leverage techniques from a field of mathematics and computer science, known as
cryptography, to sign every transaction (e.g. the transfer of assets from one person to another) with
a unigue digital signature belonging to the user who initiated the transaction. These signatures are
held privately but are verifiable publicly. This means that if a user with identity A sends an asset to
identity B, anybody can verify that the assetwas sent by A, but cannot uc
own transactions. This cryptographic system creates accountability while preventing identity fraud:
if you send assets or update information on a blockchain, you later cannot claim otherwise or shift

the responsibility for the action.

Bl ockchains also enabl e the c¢r ea texesutingodntradssmitha r t
the terms of the agreement between the buyer and seller directly written into lines of code. The code
and the agreements exist across a distributed, decentralized blockchain network. The code controls

the execution, and transactions are trackable and irreversible.

11
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Unlike present day networks that depend on trusted intermediaries for security and trust, blockchains
thus create trust organically through the underlying technology of distributed networks. They allow
users to exchange digitized assets directly, in a way that is incorruptible (data cannot be changed
once added) and transparent (all transactions are logged onto the timestamped ledger, with the

identity of the person who committed the transaction).
What is the market value proposition of blockchain?

Blockchain is seen as a technology with the potential to transform almost all industries and
economies. It is estimated that blockchain could generate USD3 trillion per year in business value
by 2030*. The World Economic Forum (WEF) anticipates that 10% of the global GDP will be stored
on blockchain by 2025 and lists blockchain as one of 7 technologies that are anticipated to

revolutionize various aspects of our lives.

While blockchain is still a nascent technology that has seen adoption at a limited scale, its strategic
value in the short term towards streamlining processes, reducing inefficiency, cost optimization etc.
cannot be negated. Major savings can be achieved in resource conservation by reducing
intermediaries as well as administrative effort of record keeping and transaction reconciliation. This
can shift the flow of value by capturing lost revenues and creating new revenues for blockchain-
service providers. As per a report by McKinsey, potential value created would differ from sector to
sector, with the public sector perhaps best positioned to take advantage from the perspective of

potential impact and feasibility to application.

Figure 1: Economic Potential of blockchain by industry sectors

HIGH

A

Public sector
Technology, media and telecom
Impact @ Financial services
Utilities
Transport and Iogistics. Insurance
Property
Manufacturing

Y

LOW Feasibility ———  » HIGH

4 https://www.gartner.com/en/newsroom/press-releases/2019-07-03-gartner-predicts-90--of-current-enterprise-blockchain

12
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Value proposition of 0 eécentralisedda n dentity-less trustésystems

A 2015 report on cryptocurrencies published by the Committee on Payments and Market
Infrastructure set up by Bank for International Settlements (BIS) characterized cryptocurrencies

through their three fundamental features:

1 They are electronic;

1 They are not liability of anyone;

1 They allow peer-to-peer exchange
Although this definition is made from a cryptocurrency perspective, the fundamental features are
quite representative of the truly unique nature of blockchain or Distributed Ledger Technology (DLT)
based systems. Zooming out of the cryptocurrency lens, we can see how these fundamental

characteristics translate into generic features:

Figure 2: Features of blockchains

Fundamental characteristics.. .. translating into generic features

Electronic

Not liable to anyone

Peer to peer exchange

These generic features, on the right hand side, are paradigm changing features in the way our socio-
political economy has functioned through the human civilizational period. How @lectronicbmodes of
information, goods and services exchange have transformed the global economy and society is well
understood. However, the next two features are novel and can change the way our existing economy

functions. The next two sections discuss these two fundamental features.

Decentralised + entity-less trust Systems i why are they important and who should pay

attention?

The current discourse on peer-to-peer exchange systems has been dominated by the use case of
Bitcoin, a cryptocurrency, and other altcoins® and their potential use by malicious actors. This has

resulted in a narrative putting them in negative light. However, an absolute analysis of systems which

5 Altcoins are alternative cryptocurrencies launched after the initial success of Bitcoin. Despite being based on a common theory,
Altcoins differ themselves from Bitcoin with a range of procedural variations, including different proof-of-work algorithms, different
means by which users can sacrifice energy to mine blocks, and application enhancements to increase user anonymity (Source:
Investopedia)

13
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allow peer-to-peer exchange illustrates the usefulness of decentralised systems and how they have
been used by governments. The most basic form of currency transaction is the use of cash i a peer-
to-peer to exchange system, albeit not electronic. Every sale of goods and services happening at a
mom-and-pop store is effectively a peer-to-peer exchange of value. World Wide Web enabled
decentralised mechanisms of exchanging information and value at a global scale. All of these
systems are well recognised by governments and regulators. There are umpteen areas of exchange
where decentralised systems are the most value-creating mechanisms of that exchange. Blockchain
and other DLTs enable the building of decentralised systems, thus creating tremendous economic
and social value. Governments looking at engendering new areas of economic activity should look

at decentralised systems and network effects of DLT based peer-to-peer transactions.

It is also important to understand that the mechanism of decentralization or peer-to-peer exchange
is a spectrum and not a binary concept. It also has to be understood separately from government
regulation i networks completely regulated by governments can be decentralised and feature peer-
to-peer exchange and, totally centralised systems can also be unregulated and operate beyond the
boundsoflaw. Decentrali sed networks do not necess
the notion of extent of decentralization comes into play. In DLT terms, this notion is largely defined
in two categories T permissioned systems and permission-less systems (detailed definitions given

in Appendix 1).

This new design of system where an entity is not responsible and accountable for building trust
throws unprecedented challenges. The existing mechanism of contract enforcement is based on this
primary fixation of accountability and responsibility to an entity. For example, two parties intending
to execute an economic transaction enter into a contract with the belief that state will perform the
contract enforcing function. However, this loss of accountability for establishing trust does not let
existing legal and regulatory tools to function properly i which are primarily based on fixation of this

accountability.

Governments should pay special attention to decentralised networks where peer-to-peer
transactions can create more socio-economic value. Sectors of governmental intermediation where
a state entity is involved just for ledger maintenance or collecting state dues but is not adding value
to the transaction can be relooked to asses
sectors. For instance, land and property transactions are essentially a peer-to-peer transaction
happening between a buyer and a seller. However, the State becomes a party to the transaction
because the existing necessity of an intermediary to maintain records of ownership and ensure state
dues are paid. With the development of DLT, it may not be necessary for the government to maintain
records anymore. A peer-to-peer network with government as one of the players in the network can
be a great way to revolutionize the land transactions market. The network will maintain the records
of transactions (government need not deploy resources to maintain that ledger) and government

being a player can also collect state dues based on the information in the shared transaction ledger.

14
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In the same manner, wherever entities are playing the role of maintaining a shared information
ledger but not really adding any specific value to the transaction, it may make sense in exploring if
that activity can be done in a decentralised manner. A peer-to-peer exchange mechanism expedites
transactions and removes unnecessary friction, a DLT enabled peer-to-peer exchange mechanism
adds network and trust effects to such a system to effectively improve ease of doing business and

ease of governance.
Objectives of the Strategy Paper

Blockchain is a frontier technology that continues to evolve. In order to ensure that India remains
ahead of the learning curve, it is important to understand the opportunities it presents, steps to
leverage its full potential and such necessary steps that are required to help develop the requisite

ecosystem.

This Strategy document is targeted at all stakeholders such as government, enterprise leaders and
citizens, with the aim to demystify the concepts surrounding this technology, identify areas where it
can be utilized for more transparent and open models of cooperation between entities and
recommend the next steps towards achieving this goal. The different types of blockchain technology
not only have different technical but also legal and regulatory prerequisites for their effective
implementation. It is also incumbent upon stakeholders to understand in which cases the technology
adds value and in which cases it does not. Furthermore, it is important to recognize the economic
value that this phenomenon can create and the new business models that can emerge. By creating
an enabling ecosystem for the research, development and skilling of talent for the industry, India
can hope to be well positioned to take global leadership in this space. Simultaneously, the central
government and states need to work together to accelerate the adoption of blockchain technology
in a way that creates opportunities for leveraging this technology for government as well as
businesses for creating more seamless B2C and G2C interfaces. With a little foresight, this can be
done in a manner that ensures interoperability between different blockchain databases and legacy
infrastructural databases, while allowing different agencies and private organizations flexibility in

implementation.

This strategy aims to be an essential pre-read for the above mentioned stakeholders in order to
create a concerted national plan of action towards this technology by Team India (Union government

in partnership with States).

The Strategy Paper is being released in two parts. Part 1 introduces the concept of blockchain to a

and establishes how block chai n can redefine O6trustd in tran
Business, Ease of Living and Ease of Governancebo
and the |l essons from NITI Aayogds pi | bcoverspecifict he

recommendations that can enable the growth of a blockchain ecosystem in India.

15
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The Blockchain Necessity Framework

Beyond the hype: blockchain is not a panacea for all problems
The blockchain frenzy

Blockchain has been positioned as a revolutionary new technology, the muchneeded & i | ver bul
that can address all business and governance processes. While the promise and potential of
b ockchain is undoubtedl y tr anshhotogynietisistilienascetteat h e
of its evolution, has been the massive hype and the irrational exuberance promulgated by a bevy of
Bl ockchain Bvahgsesbur seydr maathah 8% sfbusinessaegecufives say
their organisations are actively involved with blockchaind ( wi t hout e x pidv@venmentng w
entails and what has been the success so far), |
government agencies and businesses across the globe have pursued blockchain pilots and proof-
of-concept (POC) projects, often with an unclear picture of what the scope or the success of such

projects would look like.

fDo you even blockchain broo s eemed to be the mantra in the |
technology, combined with lack of a series of success stories beyond the Bitcoin / altcoin frenzy,

may have |l ed to a certainbdgegre dladedd qsteesstudids bys i o n |
McKinsey and Gartner point out, a vast majority of blockchain pilots and PoCs are still stuck in
pioneering / exploratory mode or are being shut down. Key reasons for this pilot purgatory are
understood to be unstructured experimentation without strategic evaluation, lack of problem-solution
mapping, overly ambitious scope, tendency to Ofor ce
misunderstanding of what and how blockchain could help with the business process. Research by

Gartner suggests that 93% of blockchain projects in supply chain will suffer from fatigue by 2023

due to lack of strong use cases®. What is thus imperative is the need for a structured decision making

process, embedded with sound business rationale and understanding of process lifecycle of the

problem being pursued. Blockchain as a technology is a means to end, and not an end in itself.
Blockchain can be leveraged to develop new solutions to re-engineer processes i.e. create new
operating and business models, and not necessarily be seen as a novel approach to build new
solutions (e.g. democratise quality cancer diagnosis across India through advanced Al radiomics
solutions). While strong enthusiasm for exploring blockchain for improving business capabilities is

much needed, learnings from these several pilots and PoCs pursued so far should be factored in.
@ The Big Question: is there valid problem with clear business case?

As established in the previous chapter, blockchain solutions can enable reductions in transaction
complexity and cost, as well as improvements in transparency and fraud controls. The foremost

guestion to be answered therefore, before exploring a blockchain project, is whether there is a

6 https://www.gartner.com/en/newsroom/press-releases/2019-05-07-gartner-predicts-90--of-blockchain-based-supply-chain
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problem or pain point that needs to be addressed, in addition to a business rationale for pursuing
the investment. As with any foundational technology, the strategic value of blockchain can only be
realised if commercially viable solutions are deployed at scale. A McKinsey study of more than 90
blockchain use cases’ suggests that the initial impact will be achieved through operational
efficiencies. Cost can be rationalized for existing processes by reducing intermediaries or the
administrative effort of record keeping and transaction reconciliation. Revenue generation and
capital relief are second order benefits, and thus developing new business models and revenue

streams will eventually follow, but not in immediate term.

NITI Aayog has pursued PoCs in four areas in an attempt to assess the potential of blockchain
technology in delivering improved efficiency and better understand possible hurdles in

implementation. These are:

1. 6Track and tracedé of drugs in the pharmaceut
2. Claim verification and approval in the disbursement of fertilizer subsidy
3. Verification of university certificates
4. Transfer of land records
For the fertilizer subsidy pilot undertaken by NITI Aayog (see Box 1), the problem / pain point was
reducing the turnaround time for reimbursement of subsidies payments and freight claims. The
existing workflow was saddled with inefficiencies, including multiple systems of record, limited
visibility for inventory stocks and low trust in the data generated for subsidy and freight claims. There

clearly was a valid problem, deeply embedded in business rationale.

The features of blockchain make it favorable in processes requiring decentralized access,
auditability, security, disintermediation, and programmability. While alternatives such as distributed
databases, or centralized databases with distributed APl access may also solve specific issues in

processes at a lower cost, blockchain has the potential to solve these problems simultaneously.

Several frameworks have been proposed in the recent past to evaluate the applicability of blockchain
based solution. Based on our analysis, the framework suggested by WEF was found to be most
intuitive. This paper proposes a framework to evaluate the efficacy of using blockchain for use cases,
and is an adaptation of the WEF model, with modifications based on the learnings from the studies

and initiatives pursued at NITI Aayog.

Table 2: Potential business features of blockchain solutions

9 Automation using smart contracts / algorithms

Improving 1 Traceability of all historical transactions

profitability zljel 7 Speed and efficiency of transactions by eliminating intermediaries
quality 1 Enhanced security by encryption of data at the stage of dissemination

9 Prevents tampering as any tampering may leave behind trail

7 McKinsey Blockchain beyond the hype: What is the strategic business value?

17
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9 Distributed ledger
Increasing 9 Provides a comprehensive picture: all stakeholders see the same
transparency information to which they have access

9 Availability of multiple copies of the shared data

9 Transparent and predefined rules which facilitates creation of new

Reinventing products / processes through a decentralized model
products =llsl 1 Tokenization / Digital Assets which are physical objects with a unique
processes digital representation that enable digital ownership, management and

transfer

Box 1: GNFC Fertilizer Subsidy Pilot (setting the context)

In India, fertilisers are provided to the farmers at subsidized rates, as decided by the Department of
Fertilisers (DoF). The subsidy is paid to the manufacturer of the fertilizer post the sale of the product.
Fertilizer subsidy is the second largest compon e nt o f I ndi ads subsidy
expected in Budget 2019 7 20 was Rs. 79,996 crores.

Gujarat Narmada Valley Fertilisers & Chemicals (GNFC) is one of the largest fertilizer manufacturing
companies in India, with products sold all across the country. Owing to its scale and pan-India
presence, GNFC operates over a large and complex supply chain.

Figure 3: GNFC existing business flow

» @ ® @ @

Chartered Dept of

Manufacturer Warehouse Certifying Accountant Fertilizer
Agency
Fertilizers are Paper based Bi, B2 o Sale to farmer Authentication of GNFC submits the
manufactured shipment Certification by through UIDAT claims by chartered claims (subsidy
and shipped transfer receipts Department of integrated POS accountants and and freight) to
(challan) are Agriculture machines at consolidation of Department of
sent to subsidized rates claims Fertilizers
manufacturers
Fertilizers are E:;‘;f:: t?)f Claims payments
shipped to manufacturer and are transferred to
retailers with D GNFC
epartment of
paper records Fertilizers (RO
module)

Source: PwC

GNFC claims the subsidy from DoF through the following process:
(a) Subsidy claims: The difference between the cost of production and the subsidized sales price of
the fertilizer is claimed by GNFC based on the sales record of the product to the farmers. The sales

record is accumulated using the invoices created by the retailers in the Point of Sales (PoS)

machines. The invoice generatedi s st ored on GNFC6s servers (whic

system) and is also replicated in real-t i me o n Do F 6Fertilizen Maeagemartt 8ydtem
(IFMS) system. To claim the subsidy, invoices are consolidated by GNFC from iFMS system every
week, authorized by statutory auditor and then submitted to DoF-.
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(b) Freight claims: Freight claims are for the cost incurred during transportation of the fertilizers.
Freight claims are generated by accumulating the received quantity by warehouses. On receipt of
fertilizer stock at the warehouse, a zero claim subsidy is generated and submitted to iFMS. The
freight claim is consolidated and sent to DoF on a monthly basis.
Due to the presence of several redundant processes and inefficiencies (including paper based
legacy systems), involvement of multiple agencies, need for explicit consolidation and lack of well-
defined audit trail, the subsidy received by GNFC takes 3 to 4 months i a substantial working capital
cost. The pain point being faced by GNFC was the linking of the final retail sales invoice with the
chall an generated when the shipment |l eaves GNFC
maintain a unified system of record for the inventories with all supply chain actors downstream of
GNFC.
NITI Aayog, in partnership with PwC and Intel, embarked on a pilot to optimise the fertilizer subsidy
supply chain using a blockchain based solution. The goal of the pilot was to streamline the fertilizer
subsidy supply chain by demonstrating a transparent and tamper-proof ledger for the track and trace
of fertilizer movement across the value chain and reduce the turnaround time for subsidy activation

by integrating the various transaction records such as challans, invoices and claims.

The blockchain use Case selection framework

1. The need to reduce intermediaries: The foremost requirement for a blockchain based
solution to be appropriate is the need for reducing intermediaries (entities / brokers /
processes) etc. If it is cheaper, faster and more efficient to collaborate directly with
counterparties e.g. forward transactions between trusted parties in financial markets,
blockchain solutions are not suited. In case of the GNFC pilot, there was a clear rationale
for reducing intermediaries:

i. Process intermediaries: (a) multiple system of records viz. SAP, iFMS and e-way
systems; (b) authorization intermediaries: authorization by chartered accountants
before claims are generated and auditing by Department of Agriculture on quantity
and quality of product

ii.  Process flow intermediaries: (a) warehouses and (b) retailers

It is worth noting that blockchain solutions will not necessarily lead to disintermediation i.e.
removal of intermediaries but reduction of intermediaries. The majority of viable use cases
for blockchain will be permissioned ones, not public blockchains. fPublic blockchains, like
Bitcoin, have no central authority and are regarded as enablers of total disruptive
disintermediation. Permissioned blockchains are hosted on private computing networks, with

controlled access and editing rights i.e. there are still central authorities with admin rights®.0

8 Asset Finance International
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However, once allowed on the permissioned network, the parties can execute peer-to-peer

transactions without the need of a central authority

2. Multi-stakeholder environment: The power of blockchain solutions is to act as source of trust,
transparency and auditability, and hence are suited for process flows with multiple entities
like the GNFC pilot.

3. Digitally native assets: For blockchain solutions to be successfully applied, there is need for
assets that can be successfully represented in a digital format. Af an asset has a physical
representation that can change form, then it is difficult to effectively manage that asset on a
blockchain. An example of this is tracking and tracing farm produce on blockchain 7 if a
company wishes to track and trace wheat across the entire supply chain as it becomes
bread, it is difficult to use blockchain to manage its transition from wheat, to flour, to bread.%
In the GNFC example, while fertilisers are physical assets, the digital representation is

achieved through challans and sales invoices.

Figure 4: Framework for blockchain use case evaluation

BLOCKCHAIN USE CASE SELECTION FRAMEWORK

3.Are you working

1.Is there a compelling with digital asacts

> o) businesscaseto  Yes 2.Are multiple  Yes

5.Do you require 6.Do you intend to
Yes Nas) Nigh performance/ store non-transactional

reduce intermediaries? (i.e. 2 or more) instead of physical rapid transactions? data as part of your

assets? milliseconds; solution?
stakeholders ( ) olution?

No involved?
oy 3
) o

S Doyou e BLOCKCHAIN CAN'T DO
robust “Tokenomics
model? THIS EFFECTIVELY YET,
4.Do multiple parties SOLUTIONS ARE IN
require shared DEVELOPMENT

write access?

Asset transaction 3.B: Can you couple
using blockchain is digital asset with physical
@ a business challenge e U LI EL G

and not a technology authentative record of 7.Do you want/need to rely on a trusted
challenge e d party i.e. for compliance reasons?

DO NOT USE s

BLOCKCHAIN 4
8.Do you need the
ability to control
functionality? Yes

STRONG CASE FOR - 9. Should transactions be [ STRONG CASE

PUBLIC BLOCKCHAIN public? FOR PRIVATE

Source: \:» BLOCKCHAIN
NITI Aayog

4. Permanent and authoritative proof of record: The need for creating a permanent trusted

digital record for the asset canot be emphe

blockchain is the immutability i.e. irreversible representation of the state of an object. If
consensus canot diage ofrthe abfett ktrdnsaction thrdugh trusted sources

i.e. disputed land records, a block representation of that object / transaction is not feasible.

9 WEF
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In the GNFC pilot, the permanent record of the product is ascertained by the confirmation of
shipment by warehouse and further authorization by the certifying agency.

5. Share write access: If multiple parties do not need to update the records, a central repository
with multiple real-time read-only instances make more sense than a blockchain based
solution. In the GNFC example, multiple entities viz. manufacturer, warehouse, PoS
machines at retailer, chartered accountants and DoF need to update the records.

6. Low transaction volume: Despite the recent technological advances, blockchain technology
still has limited processing power, which makes it difficult to perform large number of
transactions simultaneously. To put in context, the most commonly used blockchain
platform, Ethereum is striving to reach 3,000 transactions per second from the current level
of a few hundred transactions per second. Compare this to a real time payments system e.g.
Visa which is capable of processing more than 50,000 transactions per second. While
permissioned blockchains can handle more volume than public blockchains, the limitations
of processing time still remain. The GNFC example requires a fair amount of sales data to
be captured, but is not volume intensive.

7. Non-transactional data: Bl ockchain shoul dnot be seen as a
shoul dnét be usate dproprietary irfarnmation. it ig begt suited for transaction
records. In the GNFC example, the data stored on blockchain was the movement of
fertilisers and the related claims only. Information like chemical composition etc. which are
not pertinent to the transaction being targeted for streamlining using blockchain are not
stored.

8. Reliance on trusted third parties: If a process flow has specific requirements on the use of
intermediaries / trusted partners / regulators, then it may be complicated to deploy
blockchain. In such cases, it may become necessary to include regulators etc. in the project
and deliver means by which the regulators can ensure compliance with laws. In the GNFC
example, there indeed is a need for certifying authority to audit the quantity and quality. The
guality audit canét be done -apwersioma pilotintanddtey , ar
have the certifying agency as a node in the supply chain. The B1 (quantity) certification was
automated using blockchain in the pilot.

9. Controlling functionality: If the ability to change the functionality on a blockchain (e.g., node
distribution, permissioning, engagement rules, etc.) without having a detailed discussion
across the large open-source forums for blockchain is desirable, then a permissioned

blockchain is more suitable.

Blockchain: the India imperative

India has a unique strategy for the Government to take the lead in creating public digital
infrastructure and allowing private sector innovation to leverage it for further development. Over the
past decade, India has successfully created foundational digital infrastructure envisaged to enable

private sector applications running on top of it T just as government builds the roads and sewage
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infrastructure in a city and private enterprise constructs buildings. We have created a uniquely Indian
model of digital foundational infrastructure such as Aadhaar, UPI, e-Sign and Digilocker along with
digitally enabled tax governance networks like GSTN or digitally enabled health coverage such as
Pradhan Mantri Jan Arogya Yojana(PM-JAY).

Table3:1 ndi ads Digital Foundational I nfrast
T Worl dbés | argest identity data
Aadhaar identities
1 More than 25 million authentications per day
Unified Payments T Worl dés most sophisticated di
Interface (UPI) 1 1.3bn transactions processed in December 2019
' Goods and Services 1 More than 400 million returns filed
Tax Network (GSTN) 1 More than 800 million invoices uploaded
T Worl doés Heathcgre sinitiative with ~500 million

PM-JAY beneficiaries covered

1 ~119 million e-cards issued so far, ~8 million hospital admissions

From an India use case perspective, blockchain solutions are both appropriately suited for

addressing several challenges and will also benefit from the infrastructure created already.

Benefits of blockchain used in Indian enterprise would include better contract management and
procurement, greater accountability and quality control across supply chains and decentralization of
authority in decision making. For example, blockchain can radically transform agricultural sector in
India by revamping the utility of eNAM by creating an audit trail of all farmer produce and removing
the mistrust between farmers and arhatiyas (mandi intermediaries). Blockchain applications can be
used to explore certification of the provenance of organic produce, thus increasing marketability to
foreign markets. Section 4 of this paper outlines several India specific use cases that NITI Aayog

has pursued and is exploring.

From an implementation perspective, a blockchain based technology stack would require integration
with an identity platform and possibly an incentive mechanism / platform. India, with proven success
of Aadhaar and UPI, thus has an inherent advantage in pursuing commercial scale blockchain
solutions, while other nations struggle to find a good proxy for identity and need to ensure sanctity
of crypto assets. In the GNFC example earlier, the identity layer was already built in (to be integrated

in scale-up version) through Aadhar enabled PoS machines at the retailers.
Fertilizer subsidy supply chain pilot (continued)

The key challenges faced in the GNFC fertilizer subsidy supply chain pilot were: (a) process
inefficiencies, (b) limited visibility of stocks and inventory, (c) inability to track loss / pilferage, (d)

multiple data entry points and (e) isolated claims data and generation process.
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The pilot addressed these challenges by (a) creating immutable data shared with all stakeholders,

(b) linking invoice to production and end-to-end visibility across the supply chain, (c) ensuring

settlements and reconciliation were generated based on digital trust and (d) enabling real time claims

and stock management across supply chain.

The pilot project enabled the following benefits:

Productivity increase: enabled shipment acknowledgements to manufacturer in minutes.

2. Near real time B1 certification as against few weeks being taken earlier: quantity of the

shipped goods is tracked on blockchain and count is reported immediately.

3. Zero paper trails - shift from manual to digital: removal of existing paper based

communication methods to single digital system.

4. Few hundred keyboard presses to just few clicks: integration with Enterprise Resource

Planning (ERP) software enable pre-filled forms and reduction of inputs from users.

Figure 5: GNFC blockchain based business flow

® @ ® @ ®

Manufacturer Warehouse Certifying Retailer
Agency
Fertilizers are ° Click of button Automated B1 e Saleto farmer
manufactured acceptance and certification through UIDAIL
and entered in transferred to and certifying integrated POS
the web portal retailers on the agencies are machines
system notified in real
Hime DoF and
manufacturers
notified about

sales in real time

Source:
PwC

Chartered Dept of
Accountant Fertilizer

e Automated ° Automated
authentication of submission of
claims by chartered claims to DoF
accountants

Subsidies
payments are
transferred to
Manufacturers
using Smart
Contracts

e Proposed functions to be built in the scale-up phase ° Completed functionalities as part of POC

Table 4: Potential Benefits of Blockchain across Fertilizer Subsidy Value Chain

Stakeholder | Current State

Future State

\EEETTTE ) T Has limited visibility and control into
the system data and processes.
1 No insight into lost/spilled goods.

9 Dependency on paper trail.

Complete provenance trail of every
asset.

Visibility into process flow and claim
data via POS integrations.

Losses reported in real time via loT
sensors.

Real-time shipment

acknowledgements.
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WWERSEIVESE 1 No visibility of incoming shipments. - Complete provenance trail of every
7 Real-time stock and sales dataa r e asset.
available. - Visibility into process flow and claim
9 Slow and isolated processes. data via POS integrations.

- Losses reported in real time via loT

sensors.
- Real-time shipment
acknowledgements.
Retailer fFertilizer quality- Fertlizer quality can be traced back
1 No visibility of incoming shipments. to manufacturing source and B2
{ Fertilizer losses along the way. certificate.

- loT devices can help identify

pilferage sources.

L ECEnl=iie | 1 Auditing inventory and sales data is | - Holistic data view for each
Agencies complex. participant.

fIsolated process structures and | - Consensus and immutability ensure
inconsistent siloed data. data is valid and can be trusted.

- Minimises need for accounting and

auditing.

Box 2: The Gartner Blockchain Spectrum

Gartner, the research and advisory firm, defines five elements of a true blockchain: distribution,
encryption, immutability, tokenization and decentralization. That blockchain participants are located
physically apart and are connected on a network is defined as distribution, and decentralization
emphasizes that no single entity controls all the nodes or dictates the rules.

Gartner further proposes a framework for explaining the evolution and maturity of blockchain
solutions, based on these five elements. The framework, Gartner Blockchain Spectrum, has three
phases:

Phase 1: Blockchain-inspired solutions

fArhis phase began in 2012 and will last through the early 2020s. These solutions include only three
of the five elements: Distribution, encryption and immutability. Often these offerings are experimental
and not fully implemented, and they focus on creating greater efficiency by streamlining existing
processes.o

Phase 2: Blockchain-complete solutions

ASol utions in this phase include all five el eme
proposition of blockchain. Currently, only startups are focused on this level of maturity, though
Gartner expects these solutions to gain momentuminthemar k et ar ound 2023. 0

Phase 3: Enhanced-blockchain solutions
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iThe third phase of b | o ¢ k-com@etensolutiond with coropleimentarg
technologies such as artificial intelligence (Al), the Internet of Things (IoT) and decentralized self-
sovereign identity (SSI) solutions. o

Figure 6: Gartner Blockchain Spectrum

Internat
of Information !

030
Enabling Blockchain Blockchain Enhanced
Technology Inspired Complete Blockchain

Source: Gartner
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Challenges in Blockchain Implementation

Learnings from projects pursued by NITI Aayog

NITI Aayog

Any transformative technology, in its initial stages of development, as it moves out of research /
development phase to first few applications to large scale deployment, faces several challenges.
Part of the problem is that such technologies are initially intended to solve a specific set of problems.
Bitcoin, which has led to the popularity of decentralized trust systems and has powered the
blockchain revolution, was intended to develop a peer-to-peer electronic cash system which could
solve for double spending problem without being dependent on trusted intermediaries viz. banks.
As Bitcoin started gaining prominence, the potential of underlying blockchain technology started
getting traction. However, some of the early design features that made Bitcoin popular, primarily
limited supply and pseudonymity, have become potential challenges in wide scale implementation
of blockchain.

The evolution years of blockchain technology can be compared to that of the World Wide Web.
Although detailed by Tim Berners-Lee of CERN inhispaperii| nf or mati on Manageme:i
as early as 1989, the Web struggled to gain prominence till we had intuitive interface in the form of
Mosaic browser in 1993 and advent of Java Virtual Machine in 1995 which made it easier to deploy
large scale Web applications. Off the blocks came the likes of Yahoo, Amazon and Google, and the
internet has approximately 150 million users by end of 1998 (contrast that to 26 publicly accessible
sites in 1992 and 16 million users in 1995). Blockchain in 2019 is what World Wide Web was in
1995, although rapid technology advancement has ensured that several underlying technological

humps have been scaled.

The success of the initial use cases will set the tone of adoption of blockchain beyond the current
experimentation phase. Selecting the right use cases for blockchain implementation, as highlighted
earlier, thus becomes the biggest challenge for ensuring that, in times to come, the disruptive

potential of this technology would indeed get an opportunity to play out.

Analysis o f NI TI Aayogbs pilots has | ed to the | ed
implementation of blockchain, specifically in the Indian context. These factors are envisaged to be

key to the success of a blockchain pilots and initiatives in both public and private sector settings.
Garbage I n, Garbage Out: significant amount of w

Bl oc k clh snimn & sndiubeenécessitates the need to create a single source of truth before a
process is put on blockchain. In order to maintain the sanctity of the blockchain network, and
preventing retrospective changes to blocks, the business data at the time of blockchain

implementation has to be the single-source of truth.
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This was most evidently clear in the creation of a prototype for the management of land transactions
by NITI Aayog. The entity governing the recordkeeping of land records has to make sure that all
instances of land records are dispute free. Clear land titling has been a contentious issue globally,
and more so in India, leading to a lack of large scale initiatives globally, despite this being an intuitive

use case for blockchain implementation.

The efforts of the Union Territory of Chandigarh are commendable in this regard. While Chandigarh
has the advantage of being a city that has existed for only 66 years and most land parcels may have
exchanged hands may be 2 to 3 times, the work done to ensure that every piece of land has a
unique ID and is mapped for ownership (including change of ownerships) had made it an ideal
candidate for NITI Aayog to pursue a PoC project for land records using blockchain. The

Government of Telangana has taken similar strides.

Processes may require changes to be made blockchain amenable, a shared view of success

potential needs to be defined

As highlighted in the blockchain assessment framework, blockchains require that the asset being
tracked be represented digitally. This requirement for a viable blockchain use case often require
changes in the traditional process before blockchain can be deployed, which may cause the involved

stakeholders to be reluctant to participate.

For example, in the NITI Aayog pilot for usage of blockchai n f or O6track and trac
drugs, drug packaging required a three tiered 06C¢C
moved through the supply chain. Since this was not a requirement for domestic trade of drugs,
stakeholdersinthe pi |l ot were required to att acimankabyrirc od e s
addition, stakeholders were required to scan the barcodes at each stage of transfer i an action
previously not required in the supply chain. To obviate this challenge, it must be made clear to

stakeholders the potential of cost savings due to blockchain in the long run.
Integration with legacy systems needs to be at the forefront of technical design choices

As blockchain implementations move from sandboxed pilot experiments to larger adoptions,
integration with existing and usually complex legacy systems will be a real challenge for large
corporations. It is no wonder that most of the use cases so far have been limited to specific parts of
businesses, as corporations figure out their blockchain strategy. Even public blockchain based use
cases have struggled to integrate information coming from external systems (called Oracles) in a
trusted manner. However, given the predominance of such legacy systems (such as national IDs,
payment systems, supply chain information, weather etc.) in current economy, it is important for

blockchain systems to develop capability to integrate with legacy systems

I n the implementation of bl ockchain for o6track
existing ERP or SCM (Supply Chain Management) needed to be integrated with the blockchain

platform for a unified view of drugs as they moved through the supply chain. During the pilot, the
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technology partner used a number of O6enterprise
for the smooth ingestion of data into the blockchain. For the ingestion of data from IoT devices, as
well, a software middle layer was created so that only significant events were passed on to the

blockchain platform, given the inability of certain blockchain platforms to handle low latency inputs.

Legal and regulatory modifications are key to enable deployment of blockchain at scale in

the private and public sectors

Bl ockchain depl oyment reduces the need for Otra
blockchain platform as a trusted entity to enable transactions. Historically, in the absence of trusted
digital means of executing transactions, checks and balances have been developed in the form of
certifications or physical verification/presence attestation. During a process for transfer of land, for
example, registration of sales deeds at the registrar requires the physical presence of witnesses to
ensure that transactions are not fraudulent. Blockchains, however, offer a means of carrying out

these processes in a manner that would eliminate the need for cumbersome processes.

Allowing witnesses to verify transactions, electronically on blockchain, for example, would eliminate
the need for physical presence and ease the process while maintaining means of establishing that
transactions are not fraudulent. Among others, modification or easing of existing regulations to

exami ne the potential benefits of blockchain, eit
Using technology to regulate: RegTech

Under the common law system, the traditional contract is said to be executed when there is a
meeting of minds between two clearly identifiable parties for consideration, i.e. exchange of
something of value. The contract may be either oral (unless explicitly forbidden by any law) or
written. The written contract has evolved into including digital contracts, i.e. contracts written by

humans on electronic medium and digitally signed by the respective parties.

Bl ockchain technology has allowed for framing an
contracts are a manifestation of representing traditional contractual terms in lines of code- a series
of if-then functions. Transactions or data recorded on the distributed ledger can trigger clauses in
smart contract which can control real life assets such as real estate, insurance claims, etc. The self-
executing and self-enforcing nature of smart contracts entails that the parties have no role to play
and whatever result the smart contract achieves has to be considered to be the ideal one, regardless

of its absurdity and practicality.
Smart contracts pose their own set of legal challenges, such as:

i.  Can smart contracts be afforded legal recognition?
ii.  Can they be enforced in the same manner as traditional contracts?

iii.  Can smart contract be executed between two (or more) parties, the identities of whom may

not (or cannot) be known to each other?
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iv.  Given the hyper-literal nature of smart contracts, can human interpretation be permitted to

prevent absurd results?
V. In case of breaches/hack, who is to be held liable?

While it is yet to be seen how legal regimes evolve to accommodate smart contracts, it is clear that
computer codes cannot constitute the whole of the understanding reached between two parties. As
contracts are as much as social tools as legal instruments, machine codes cannot accommodate for
tacit agreements or implied understandings between two parties. One recommendation which can
be readily implemented is to devise a hybrid contractual model, where the smart contract clauses
are supplemented by readily available and legible traditional contractual documents. In case of
conflict between the two, precedence should be given to the traditional contractual document, as it
will more readily reflect the intention of the parties. At the same time, it is important to discern which

interfaces are operations are amenable to be on loaded on smart contracts and with which parties.

Apart from the challenges directly observed in the implementation of blockchain to specific use

cases, a number of exogenous challenges are also highlighted below:

1. Suitability of atomic vs. non-atomic transactions: The initial implementation of
blockchain solutions indicate that it is more amenable to atomic transactions i.e. transactions
that have a finite life, as compared to non-atomic transactions which may have large / infinite
life e.g. land records. It comes as no surprise that supply chain has been the most preferred
sector for blockchain solutions, securing origination and final dissemination of an asset say
a shipping container or pharmaceuticals. Similarly, clearing and settlement exercises, with
a finite life, have found Blockchain solutions to be attractive. Non-atomic transactions on the
other hand require 100% clean antecedents as a starting point, and hence require a lot more
legwork for them to be amenable to blockchain solutions.

2. Initial cost of implementation: As discussed earlier, most of the initial blockchain
implementations will be in the form of private or permissioned blockchain networks. The
initial infrastructure cost of such a system, which unlike in a public blockchain could have
been crowdsourced, has to be borne by the business itself. The high cost of computing and
development has to come from the institution itself, and so will be the ongoing maintenance
requirement. Quantifying this cost element and putting in place a clear system for defraying
the same both for the pilot as well as scale up version would need to be done upfront.

3. Human resource constraints: Any emerging technology, in its early years of adoption,
requires evangelists / champions across business functions, especially at the top. In
addition, technical expertise is needed to ensure implementation. The requisite numbers for
both are in short supply at present in India. Lack of regulatory uncertainties is further
discouraging people from venturing in this sector.

4. Nascent developer community: Even by the most aggressive estimates, the number of
qualified bl ockchain devel opers globally woul dnodt

the number of Java developers, well north of 10mn across the globe. The good news though
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f
is that underlying blockchain programs are not very dissimilar to the popular programming
languages such as Java and Python, and existing programming community can be upskilled
to blockchain programming. Large blockchain companies, the likes of Consensys, have also
understood that talent needs to be invested in and have started programs to build developer

communities.

Box 3: Blockchain Implementation for Land Records i laws may need to be amended for large

scale implementation

Realization of the full benefits of blockchain technology in land transactions would see the
technology used not only for storage of information pertaining to land ownership, but act as a
platform for payment of stamp duty, registration of title deeds, payment for utilities, and more. Land
transactions in India are governed by multiple central and state-specific legislations. Interestingly,
the Information Technology Act, a central legislation, does not afford legal sanctity to instruments
(contracts) effectuating a change in title of immovable property (for example, land). Moreover, the
Registration Act, dealing with registration of instruments including for property transactions, requires
the physical presence of the parties and withesses before the registration process. Other state
specific legislations have made land transactions in India a daunting and extremely slow process.

Some examples are stated below:

Obligation to give duly stamped documents when amount greater than Rs. 20 is received (if so

demanded by the other party), Indian Stamp Act, 1889

The original act requires that the receipt to be stamped and given in physical form. While some
states have made a provision for online payment of stamp duty, however the concerned party still

has to physically go to designated centres for printing of the stamp paper.
Persons to present documents for registration, Registration Act, 1908

The original | aw requires a person and his/ her
for the purposes of registration. This law would need to be amended for a full scale blockchain
implementation to remove the mandatory presence of a person since the entire process would be

conducted digitally.

Key to the legislative and regulatory enterprise surrounding blockchain is the need for using clear
and simple language to enable lawmakers and practitioners to grapple with, and starting assuming
control over, the constantly evolving blockchain ecosystem. The choice of language will go a long
way in ensuring that the end users make informed decisions and reduce the power imbalance, given
the legal and technical risks surround blockchain applications. Adopting standardized terminologies
for blockchain concepts will help demystify the technological enigma that blockchain is made out to
be, which can build political will to bring about the regulatory changes required for adoption of

blockchain at scale.
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Blockchain Use Cases

Case studies from NITI Aayogds vaul

o Land Records: Creating a new system to manage land record transfer and ownership

Context

As an asset, land has intrinsic value dependent on its location and corresponding demand and
limited supply. Itis, in fact, one of the critical factors of production. Access to land has wide ranging
economic, social, cultural, livelihood and industrial implications?©.

I ndiaés | and ownership and transfer system,
administration. Land ownership is primarily established through a registered sale deed. This
document is not a government guaranteed title to the property, but only a record of the transfer of
property i and hence subject to challenge.

During the course of the pilot, NITI Aayog found that administration has to sometimes go back to
several years of documents, including manual records, to find any ownership claims on a piece of
property. Such a process is inefficient and causes time delays as departments, at times, work in
silos, and the data across departments is not updated efficiently. Not only that, there is always a
realistic chance that the records are lost due to fire or natural calamities. Some departments also
have a policy of weeding out old documents from time to time. Hence, discrepancies and disputes
pertaining to land records and ownership compromise a large corpus of matters pending before
various judicial and administrative forums.

The process for transfer of land was also found to be extremely complex, with a number of steps

requiring seemingly redundant visits to government offices responsible for oversight of the process.
Current issues in land transactions

a) Establishing ownership over land: Ownership to land can come through inheritance, gift,
purchase, and relinquishment. In India, property ownership is primarily documented through
a registered sale deed in case of a purchase of a land property. Other documents which
establish ownership include property tax receipts, survey documents, etc. However, while
entering into a transaction, the onus is on the purchaser to verify the credentials and
ownership status of the seller. As the sale deed is a mere record of transfer of property, and
is not a government guaranteed title to property, it can always be subject to challenge.

b) Poor maintenance of land records: Government authorities such as Registrars, Patwaris and
Revenue Offices maintain records of property ownership and transfer, especially those of

land. Official land surveys conducted by the State have been extremely irregular, for

10 pRS India, Land Records and Titles in India
(http://www.prsindia.org/uploads/media/Analytical%20Report/Land%20Records%20and%20Titles%20in%20India. pdf)
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instance, last land survey in Telangana (erstwhile Andhra Pradesh) was done during
Ni zambs r ez36nkeor to manstePof a property, the purchaser often has to seem
through a pile of documents, which are mostly manual and are sometimes in a dilapidated
or illegible condition, to verify the nature of title to the property that the seller has. Such a
process is inefficient and causes time delays as the concerned departments work in silos,
and the data across them is not updated efficiently. Not only that, there is always a realistic
chance that the records are lost due to fire or natural calamities, or even due to deliberate
acts by corrupt officials for the benefit or detriment of one or the other party.
¢) High amount of litigation: Discrepancies and disputes pertaining to land records and
ownership comprise a large corpus of matters pending before various judicial and
administrative forums. Land related disputes, such as those related to validity of land titles
and records, account for two-thirds of all pending court cases in the country!!; and which
take on average about 20 years to be resolved.'?
d) Asynchronicity of information: Registers held by different agencies (e.g. Estate Office and
Sub-registrar office) are updated at different times in the land transfer process i leading to
a lack of clarity in ownerships status and cumbersome tasks for the citizen.
NI TI Aayogbdbs approach to blockchain in | and reco

Oncompleting t he survey of the 6as is6 process in th
and its technology partner created a process flow in order to identify sections of the process for
which specific blockchain features may be utilized. While some of these features may have been
realizable through pure o6digitizationd of proces
of blockchain such as its decentralized nature a

be critical in simplifying the process tremendously.

A O6prototyped was developed to showcase the abi
blockchain. This system allowed for necessary stakeholders to be brought on board with adjustable
read/write accessibility, citizens to manage their land transfer (including uploading of necessary
documents, payments) through a single user friendly portal, and ability to view current status of their

transaction through events immutably stored on the blockchain.

Al nndiaad Policies for growth and poverty reductionodo, Agricultur
Management Unit, South Asia Region, World Bank,

2AStrengthening Arbitrati éiReawotlviet s nEhigdi aéme Nt Tin Aayoi a
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Figure 7: A snapshot of blockchain system for land records
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Benefits of a blockchain enabled system

The blockchain enabled system created immutable records for land ownership, which are then
digitized and stored permanently on the system, with the ability to track any change in ownership of
these titles. Any new transaction (such as further sale or mutation of title) gets recorded on the

blockchain immutably while remaining available to other stakeholders (utilities, insurance, etc.).

Highly recommended and adopted in many countries, the Torrens system of land registry is based

on three fundamental principles:

9 Mirror principle: the land records register reflects (mirrors) accurately the details of all
registered land assets
9 Curtain principle: the recorded facts about the asset are sufficient; do not require an
ownership trail of documents
1 Indemnity principle: the state provides for compensation in case of error made by the state
A blockchain based land registry system ensures the first two principles by design. The inherent
design of the distributed record of land assets and its transactions automatically implement the mirror
and curtain principle. The third principle of indemnity is implemented by the State once the record

system has gained a critical confidence on the data and transaction integrity.
The other potential benefitsof 6 scal i ng upd t he wdspereeiledtpbedas:pr ot ot vy |

1 Ensuring certainty about ownership of property which can pave the way for a system of
6conclusive titlingé
1 Reduction in litigation associated with land transfer as the title records are clearly and

immutably recorded
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9 Stimulate land purchase transactions and investment by companies i create a seamless
marketplace for land transactions thus unlocking economic value and liquidity
1 Overall system transparency through real-time audit capabilities, and digitally-signed and
time stamped records
With the characteristic requirements of maintaining clear ownership records, transaction history and
allowing transaction between multiple parties, blockchain technology serves as the best way to
implement the land records system as it inherently offers these benefits . A bl ockchain
titing and transaction system will track purchases and sales of land titles, mortgages and rentals,
as well as notary services on top-of-stack land registry and verification platform for financial
institutions.3

This platform will capture transactions, verify the data and work with financial institutions to update
current registries, enable smart transactions and distribute private keys for clients - to allow an

automated and trusted property transactions between all parties.

Partners (Nodes) Identified to hold access to the private information on blockchain, were identified
through the pilot to potentially be the following: Title Holder of the property, Purchaser of property,
Government registrar, Government revenue office, Land survey office, Real Estate Regulatory
Authority (RERA), Financial Institutions, Financial Regulatory Authority (for monitoring purposes),

Real Estate Companies or Appraisers, and Insurance Providers.

Q Phar maceuti cal dr usglsr essquplpd tyi wrh@ i anf: téhe sector

enabled trust
Context

The issue of counterfeit drugs is a global concern, with every country currently tackling its menace.
It is an increasing worldwide dilemma with a profound impact on lower income countries (LIC) and
lower middle-income countries. As per the recent WHO estimates, an estimated 1 in 10 medicinal
products circulating in low- and middle-income countries is either substandard or falsified. In India,
fake medicines are a major concern with approximately 3% of drugs being substandard or
counterfeit, as per National Drug survey 2014-2016, conducted by National Institute of Biologics,
Ministry of Health & Family Welfare.

With this growing threat of spurious drugs entering the supply chain, especially reaching the hands
of customers, it was recognized that there is an imperative need of greater visibility and traceability
into the origin of medicines and how they have been handled throughout their journey in the supply

chain.

13 Chromaway, Blockchain Land Registry System 2017
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Current process and challenges faced

In most cases, research and interviews conducted during the initial stages of the initiative found that
drugs coming directly from t he andthattheariskofienteyrofo s f
fake drugs arises when the products are handed off between the various stages and layers of the

complex supply chain (i.e. wholesalers, distributors, or sub-distributors). At each transfer point from

the factory to the patient, drugs can be stolen, adulterated, and replaced. The result of such
malpractice leads to financial loss to the drug makers, and more importantly, significant risk to patient

safety.

It was noted that National Informatics Centre has designed and implemented a new system named
Drug Authentication and Verification Application (DAVA), based on the GS1 standards, for drug
tracking and traceability. The system is based on the use of Global Trade Item Numbers (GTINS)
and serial numbers provided by manufacturers for identification of various hierarchy levels for
product packaging. The aim is to improve Indiab
pharmaceutical products by providing real-time visibility of drugs produced and exported out of India.
The entire DAVA system will be rolled out in phases and will include 2000 manufacturers, beginning
with the participation of large and medium manufacturers, followed by small-scale manufacturers.
Barcoding at the primary level will be optional, however, barcode labeling and marking at the

secondary and tertiary level will be compulsory.

While DAVA provides for information about products at the manufacturer level which can be verified
by other stakeholders, however, it was found that it may not encompass the full functionality that
blockchain can. For example, it does not ensure visibility of each transaction to all stakeholders that
is of immense importance in a multi-stakeholder, multi-location and multi-product scenario. Further,
it is not able to track and trace the product throughout the supply chain and ensure temperature
compliance. With emerging technologies such as blockchain and Internet of Things (10T), these can

now be achieved.
Leveraging blockchain technology for a unified data system

NITI Aayog organized this initiative with a host of partners in the healthcare and technology domain.
In this sense, the pilot was unlike the other pilots conducted in that the process was not entirely
@aptivedto a single institution and required large scale collaboration for its execution. The partners
onboarded ranged from drug manufacturers, to transporters and logistics providers, and drug

retailers.

The pilot required the integration of a humber of a number of independent IT systems for the
transmission of information on the receipt and transfer of goods, and a concerted effort was made

to ensure that manual entry of information was restricted.
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Figure 8: The ideal case blockchain implementation
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As the pharmaceutical drug moved through the supply chain, each transaction was pushed by
internal systems in an automated manner and registered as well as time-stamped using the ledger
to ensure security and safety of the product. Due to decentralization, encryption methods and
immutable record keeping, a large amount of associated data can be shown to the stakeholders
without compromising the data security. Further, even manufacturing inputs, like active
pharmaceutical ingredients and excipients were tracked and linked to the final pharmaceutical
products. Additionally, the blockchain documented critical details like location and temperature from
loT devices attached to the packages, making the journey visible to all stakeholders, thereby limiting

the possibility of record tampering.

The scope of the project enabled track and trace beyond traditional methods by allowing users to
verify that prescribed conditions for the transportation of drugs was not breached (through loT
sensors) and status was made available to stakeholders through a mobile application. Specially

created bar codes were sourced from the international standards body, GS1, to enable tracking.

Figure 9: Snapshot of mobile application for blockchain solution
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Benefits of blockchain technology observed

It was found that blockchain technology has the potential to improve transparency, efficiency and
reliability of transactions in a heavily regulated pharmaceutical industry. Using blockchain,
manufacturers and other supply chain participants can gain real-time data access and greater
visibility throughout the supply chain, starting from the point of manufacture (raw material/API
suppl i erso6 sptoaht pant of sabed(gharmacy stores dispensing prescription/OTC
medicines to patients). Most importantly, however, consumers will have the ability to verify the
provenance of the drugs at the point of purchase. Major benefits are highlighted below:

1 End-to-end traceability of pharmaceutical drugs: Provide streamlined visibility of the
movement of drugs or medicines at each stage/stakeholder in the value chain. This improved
traceability facilitates the optimization of drug flow and an efficient inventory management
system, leading to considerable improvement in planning of stocks.

1 Transparency to enhance accountability: The shipping of drugs throughout the supply chain
can be traced at each point of ownership. Also, it is possible to trace the actors or
stakeholders involved in the chain of shipment. If any problem arises during the supply of
drugs or medicines, blockchain can enable to identify the last stakeholder by which the
product passed through.

Blockchains also allow the identification of exact locations of medicines at each point of
transaction and allow for O6batch remindersd

patientds health.

The introduction of blockchain technology in the supply chain will enable pharma companies to
reduce dependence on intermediaries, ensure transparency in stock movement, control quality, and
improve overall reputation of the industry. The government can play a lead role in enabling a
common public infrastructure built on top of an underlying blockchain system. This would also greatly

benefit various government schemes in the health sector.

e SuperCert: anti-fraud identity intelligence blockchain solution for educational

certificates
Context

6Certificatesd are a means of verifying the cred
A paper-based certification is fallible to manipulation and susceptible to fraud. According to a report
by First Advantage, a background screening company, there are more than 7,500 organisations that
provide fake employment and educational certificates. There are usually two problems at play:

degrees from fake universities and fake degrees from real universities.

The University Grants Commission (UGC) has been acting on several of these complaints, and
frequently blacklists universities and organisations, however scrupulous agencies keep

mushrooming up.
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The problem has a tangible cost i companies spending significant amount of money to verify the

credentials of prospective employees; cumbersome and time consuming process for students

planning to pursue further studies both in India or abroad.

To address the problem, several institutes have moved to digital methods of certifications. However,

the current system of digital certification, digital signatures and certificates rely on a set of trusted

third parties. This process is also susceptible to fraud and malicious attacks i as seen in the 2018

case of CEO of CA Trustico mailing the private keys of 23,000 certificates, forcing the Root CA to

invalidate the certificates.

Figure 10: Fraud in educational certificates
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Statistics reveal that in
India, a paper certificate
that looks exactly like the
original can come for as
less as Rs 2,000.

Source:
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Identity
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The University Grants
Commission (UGC)
frequently releases lists
of universities blacklisted
for issuing fake degrees.

Document
Tampering

From numbers to grades
to name tampering,
verifiers and universities
spend time and money
to tell an original from a
fake.

Current challenges

Existing solutions of educational certificates verification thus have the following challenges:

i. Centralised i.e. completely dependent on certificate issuing authority

ii.  Manuali.e. verification is usually done through emails, phone calls or web forms

iii.  Time consuming i could take weeks or months

iv.  Easy to breach and tamper

There is thus the need for a decentralised trust system that is verifiable and tamper-proof, is

automatic, real-time and is fraud-proof.

Leveraging blockchain for educational certificates

38
















































